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Overview

Due to Microsoft’s new billing regulation regarding private chats and the Teams Export API, there are additional
steps required to enable access to your private chats for the HYCU R-Cloud for Microsoft 365 backup service:

1. Register a new application using Microsoft Azure Portal.
2. Setup the new registered application as it relates to certificates and API permissions.
3. Associate the created application with the Azure billing resource.

Register a new application using Microsoft Azure

1. Go to https://portal.azure.com and sign in using your tenant admin credentials.
2. Inthe left navigation bar select Azure Active Directory.

Create a resource
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© Monitor
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3. Select App registrations, and then select + New registration.

t New reg @ endy VR g () Refresh L Download [ Preview features = &’ Got feedback?
O Overview

I8 Preview features

@ Sstarting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to
X Diagnose and solve problems provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library
(MSAL) and Microsoft Graph. Learn more

Manage
& Users All applications Owned applications  Deleted applications
& Groups
Start typing a display name or application (client) ID to filter these r. *o Add filters

85 External Identities

&, Roles and administrators
This account isn't listed as an owner of any applications in this directory.

& Administrative units
View all applications in the directory

i Enterprise applications

§ Devices

l i App registrations I

A} |dentity Governance

¥ Application proxy

4. Complete the form. You need to fill in two sections:
a. Name
Required. Do not leave this space empty.
b. Supported account types
We recommend choosing the first option (Single tenant), which makes it easier to comply with
Microsoft’s Access Policies.


https://portal.azure.com/
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c. Click Register.
Home > DemoHYCU | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Private chat backup EUC

Supported account types

Who can use this application or access this API7

| @ Accounts in this organizational directory only (DemoHYCU only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbex)

O Personal Microsoft accounts only

Help me choose...

When the registration is completed, your application is displayed in the list.

New registration & Endpoints  /* Troubleshooting () Refresh & Download [ Preview features

© Overview

BB Preview features

A Got feedback?

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to

X Diagnose and solve problems provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library
(MSAL) and Microsoft Graph. Learn mare

Manage

& Users All applications ~ Owned applications  Deleted applications

& Groups

0 Start typing a display name or application (client) ID to filter these r o Add filters
A5 External Identities

&, Roles and administrators 1 applications found

& Administrative units Display name T Application (client) ID Certificates & secrets
B Enterprise applications ! @ Current
L8 Devices

. App registrations

A Identity Governance

n) HYCU

Select the newly registered application. Copy the Application (client) ID by hovering the cursor over the
items to display a copy button to save it or paste it to our portal as the Application ID.

|p Search ‘ « @ Delete @ Endpoints Preview features

B Overview
#\ Essentials

& Quickstart .
Display name . e Copy to clipboard
’ . 5
#  Integration assistant . )
Application (client) ID : B [%
Manage Object ID : s ik s =
B Branding & properties Directory (tenant) ID : . [} = -

D Authentication Supported account types : My organization anly

Set up the registered application

1.

Select the registered application.

Client credentials
Redirect URIs

Application 1D URI

Managed application in ...

: 0 certificate, 1 secret

: 1web, 0 spa, O public client

: Add an Application 1D URI

Private chat backup EUC
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Select Certificates & secrets, and then select + New client secret.

| o Search (Cmd+/)

B Overview

& Quickstart

#" Integration assistant
Manage

B Branding & properties

D Authentication

Il Token configuration

9 API permissions

& Expose an AP|

App roles
& Owners

&. Roles and administrators

7 Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (0) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

New client secret

Description Expires Value O Secret ID

No dlient secrets have been created for this application.

Input the description, set the expiration to 24 months, and then click Add.

Home

2 Search (Cmd+/)

B Overview

& Quickstart

# Integration assistant
Manage

& Branding & properties
D Authentication

Certificates & secrets

Token configuration
- AP permissions

& Expose an APl

App roles

&

Owners

Roles and administrators

Be

I Manifest

Add a client secret X
& | Certificates & secrets =
Description | Enter a description for this client secret \I
]
2 Got feedback?
Expires | Recommended: 6 months v]
C enable ¢ to identify lves to th Recommended: 6 montive
scheme). For a higher level of assurance, we recommend using a certific T,
12 months
@ Appiication registration certificates, secrets and federated credentials 18 months
I 24 months ]
Certificates (0) Federated credentials (0) Custom

Client secrets (0)
A secret string that the application uses to prove its identity when reqt

+ New client secret

Description Expires

No client secrets have been created for this application

n) HYCU

Once added, immediately copy the value, and save it or paste it to our portal as the application secret code.
Note Microsoft Azure will only allow you to copy the value immediately after creation. After you leave the
page, it can no longer be copied, and the full value is hidden. You can however create a new secret later.

‘ £ search

‘«

B Overview
& Quickstart

# Integration assistant

Manage

B2 Branding & properties

—:9 Authentication
Certificates & secrets

1! Token configuration

< APl permissions

@ Expose an AP

App rales
&8 Owners
i« Rales and administrators

[ Manifest

A’j Got feedback?

6 Got a second to give us some feedback? —>

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

ﬂ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

+ New client secret

Description Expires Value O Secret ID

10/17/2024 - ]

Private chat backup secret

8f168cbc-199f-4d17-a6d2-0d1c53a54167 [ [il]
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Select API permissions, and then click + Add a permission.

‘ P Search

B Overview
& Quickstart

if Integration assistant

Manage

B2 Branding & properties

3 Authentication

Certificates & secrets

Token configuration

- API permissions

& Expose an API

App roles

O Refresh ,C\'_*J Got feedback?

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

~/ Grant admin consent for = -

API / Permissions name Type Description Admin consent requ... Status
v Microsoft Graph (1) e
User.Read Delegated  Sign in and read user profile No b

To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterprise applications.

Select Microsoft Graph.

) Search (Cmd+/)

B Overview
& Quickstart

#" Integration assistant

Manage

™ Branding & properties

D Authentication
Certificates & secrets

1! Token configuration

© APl permissions

@ Expose an AP

_HL App roles

Select an API

:
) ")
O Refresh ad | Microsoft APIs  APls my organization uses My APls

Configured permissi  Commonly used Microsoft APls

Applications are authori
include all the permissio Microsoft Graph

\_~
/ ‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
- Add a permission Access Azure AD, Excel, Intune, Outiook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
\I" single endpoint

API / Permissions nam

\ Microsoft Graph (1)

User Read
Azure Communication (") Azure Rights Management
L Services L& Services
Rich communication experiences with
the same secure CPaa$ platform used
by Microsoft Teams.

Is Azure Service Management

Programmatic access to much of the
functionality available through
the Azure portal

Allow validated users to read and write

To view and manage pet protected content

Select Application permissions.

Search (Cmd+/)
I8 Overview
& Quickstart

& Integration assistant

Manage

B Branding & properties

D Authentication
Certificates & secrets

11! Token configuration

) Refresh

G 0 Microsoft Graph

https://graph.microsoft.com/ Docs

Configured permissi What type of permissions does your application require?

Applications are authori;
include all the permissio

Delegated permissions
Your application needs to access the AP! as the signed-in user

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

+ Add a permission
API / Permissions nam
\ Micrasoft Graph (1)

User Read

In the search field, type ‘chat’, and then select Chat.Read.All and Chat.ReadWrite.All.
Click Add permissions.

[£ search (cmd+/
B Overview
& Quickstart

# Integration assistant

Manage
B Branding & properties
D Authentication

Certificates & secrets

Token configuration
APl permissions

@ Expose an API

HL App roles

& Owners

4. Roles and administrators

H Manifest

Select permissions expand all

l P chat I

Configured permissi Permission Admin consent required

() Refresh e

Applications are authori;
include all the permissio WV Chat (2)

-+ Add a permission 0 Chat Create

Yes
Create chats
API / Permissions nam =
. ChatRead All (D Y
 Microsoft Graph (1) Read all chat messages =
User Read D Chat.ReadBasicAll Vis
Read names and members of all chat threads
ChatReadWrite All (O
% /] Yes
© view and manage pet Read and write all chat messages
Chat UpdatePolicyViolation.All
E’ Yes

Flag chat messages for violating policy

[ pemisioms.
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9. Select Grant admin consent for <domain>, and then click Yes to confirm.

‘}3 Search | « (D Refresh A7 Got feedback?

B Overview i i i
verview Grant admin consent confirmation.
& Quickstart

Do you want to grant consent for the requested permissions for all accounts in ? This will update any existing admin consent records this application alre.
below.

4 Integration assistant

Manage

B2 Branding & properties

+ Add a permission |~ Grant admin consent for

(O]

Authentication

API / Permissions name Type Description Admin consent requ... Status
Certificates & secrets

- v Microsoft Graph (3)
1l] Token configuration

. Chat.Read All Application  Read all chat messages Yes A\ Not granted for
- APl permissions
Chat.ReadWrite All Application  Read and write all chat messages Yes A\ Not granted for
& Expose an API
- User.Read Delegated  Sign in and read user profile No
A Approles

&8 Owners

L To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterprise applications
&b, Roles and administrators 9 P PP Y gs. 1y P PP

Associate the application with Azure billing

To associate the created application with the Azure billing resource, please follow the Microsoft instructions. See
Enable metered APIs and services in Microsoft Graph - Microsoft Graph | Microsoft Learn.

Configure Private Chat backup in HYCU R-Cloud for
Microsoft 365

1. Signinto HYCU R-Cloud for Microsoft 365, go to Account Settings, select the Credentials tab, and expand
the Customer Tenant App.


https://learn.microsoft.com/en-us/graph/metered-api-setup?tabs=azurecloudshell
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) HYCU Protégé - @~

ACCOUNT SETTINGS

DASHBOARD
Dashboard 2

. L . . . User Management

& Personal Details A Notifications & AutoDiscover D Partner of Record &, Credentials
Advanced Search
. . Account Settings o
Credential Settings L @

Email Attochments The setting is for Global Admin & Single Account credential update. To add new credential, please go to Add Backup Change Password
Systemn Status a Logout

Insights
a demohycu.onmicrosoft.com

Compliance

Credential Information

5 Admin (Backup): al Status:
Authentication Success
Device Authorization @
Status:
Customer Tenant App
Connect to Tenant Application
Please follow these steps w to connect your tenant application. The backup process will use this application to backup once it has been successfully tested.

2. Do the following:
a. Enter the Application ID and the value for the application client secret.
b. Optional. Set the monthly limit for the number of the messages to be backed up.

c. Selectthe check box to confirm that you understand the incurred costs and the limits set, and then
click Test & Save Connection.

Customer Tenant App

Connect to Tenant Application

Please follow these steps below to connect your tenant application. The backup process will use this application to backup once it has been successfully tested

Step 1: Setup an application in your tenant demohycu.onmicrasoft.com using this user guide (Download H

Step 2: Enter following details about the application in the form below.

Application ID

App Secret Code

Max. Limit of Message per

Month Set to unlimited

Usage in current month: 0 messages x USD 0.00075 = USD 0.0
| confirm that | understand the following aspects of Teams Private
Chat Backup:

1. The cost of message retrieval will be incurred by the owner
of the tenant and the billing will be direct from Microsoft
based on messages retrieved.

2. If the number of messages retrieved per month exceeds the
max limit set, then the backup of messages will be

suspended for the rest of the month.
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3. To test the connection, provide an email account in the tenant and click Save & Test Connection.

Save & Test Connection (dlrraisrn orardorans: roar)

Please input an email account in your tenant. We will use this email to test the connection.

Test Email =
iy e pp——— ]

Cancel Save & Test Connection
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